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Executive Summary

Data integrity is a foundational element of pharmaceutical, biotechnology, and life-science research and
manufacturing, ensuring that data are reliable, accurate, and trustworthy throughout their lifecycle (')

I pme.nebinim.nih.gov). The acronym ALCOA - standing for Attributable, Legible,

acrpnet.org) ([
Contemporaneous, Original, and Accurate — was introduced by the U.S. FDA in the early 1990s to encapsulate
the core attributes of high-quality GxP data ("°! pdf4apro.com) (" acrpnet.org). Over time, regulators and industry
have recognized that modern data practices require even more rigor. Starting with the European Medicines
Agency's 2010 reflection paper on electronic source data, the ALCOA+ framework added Complete, Consistent,
Enduring, and Available to form a nine-item standard ("*! acrpnet.org) (I°! pdf4apro.com). More recently, variants
such as ALCOA-C (adding Current and Comprehensive) and ALCOA++ (including a Traceable element) have

71 www.researchgate.net). Collectively, these

been promulgated by different authorities (' redica.com) (!
principles ("ALCOA+" and its variants) form the minimum data-integrity expectations under global GxP

regulations — from the FDA's 21 CFR Part 211 to EU GMP to WHO guidelines (!°! redica.com) (I°) pdf4apro.com).

This comprehensive guide provides an in-depth examination of the ALCOA and ALCOA+ principles, including
their origin, definitions, regulatory context, and practical implementation. We review each attribute (Attributable,
Legible, etc.) in detail, illustrate them with examples and case studies, and discuss common compliance gaps
and controls. We compare how different regulatory agencies (FDA, EMA, MHRA, PIC/S, WHO, etc.) approach
ALCOA+, including recent harmonization attempts and remaining inconsistencies. Evidence-based analysis is
provided through inspection statistics, warning-letter trends, and research findings. Finally, we examine modern
challenges (e.g. electronic records, eSource, real-world data, Al/machine learning, blockchain) and future
directions for data integrity, drawing on expert commentary and recent policy developments. Throughout, claims
and recommendations are backed by authoritative sources (! acrpnet.org) (1) www.biopharmadive.com) (1)
www.fda.gov) (191 www.auriacompliance.com), and two tables summarize the key attributes and regulatory
perspectives.

Introduction and Background

The concept of data integrity — the assurance that data are accurate, complete, and trustworthy over their
entire lifecycle — is as old as regulated manufacturing and research itself. In pharmaceuticals and other life-
science fields, data integrity is inextricably tied to Good Manufacturing Practice (GMP), Good Laboratory
Practice (GLP), and Good Clinical Practice (GCP) regulations. In the 1970s and 1980s, regulators underscored
the need for robust drug safety and quality by developing the modern CGMP framework (e.g. 21 CFR Parts
210/211 in the U.S.) and GLP regulations. However, it was not until the early 1990s that a concise mnemonic
summarizing key data-quality attributes emerged. FDA compliance expert Dr. Stan W. Woollen introduced
ALCOA in that era as a training tool for GLP inspectors (\°! pdf4pro.com). Woollen recalled in a 2010 publication
that he coined ALCOA (ironically named after ALCOA Inc., a major aluminum company) simply as “a memorable
organizational tool” to evaluate data quality during inspections (""" pdf4pro.com). The individual ALCOA
elements, he noted, were already implicit in GLP/GMP regulations; grouping them helped inspectors remember
core requirements. In Woollen's words, Attributable, Legible, Contemporaneous, Original, and Accurate data
“"determine [a record’s] level of quality and fitness for use, particularly [...] for regulatory purposes” ("%
pdf4pro.com).

By the early 21st century, ALCOA had become a cross-industry standard for data integrity. Its importance was
recognized by regulators worldwide. For example, the World Health Organization's 2016 guidance in Annex 5:

Guidance on Good Data and Record Management explicitly defines ALCOA and its expanded form, ALCOA-plus
("°) pdfapro.com), and emphasizes adherence to these principles across both paper and electronic media. WHO
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noted that ALCOA and ALCOA+ attributes are “common” expectations in GxP, reflecting a broad international
consensus on their necessity (\°! pdf4pro.com). Formally, WHO's glossary states that ALCOA+ brings “additional
emphasis on the attributes of being Complete, Consistent, Enduring and Available” to the original five (\°'
pdfdpro.com). Similarly, the European Medicines Agency (EMA) used ALCOA+ in its 2010 Reflection Paper on
Electronic Source Data in Clinical Trials, signaling that traditional practices needed strengthening in the digital
age.

Despite this consensus, the global regulatory landscape has only recently begun to harmonize on a single
definition of data-integrity standards. For decades after ALCOA's introduction, guidance documents were
inconsistent or silent on the “plus” attributes. U.S. FDA guidance (e.g. the 2016 CGMP data integrity draft Q&A)
mostly focused on the original five ALCOA items, whereas EMA and MHRA began championing ALCOA+ in the
mid-2010s. Only in 2023 did the proposed EU GMP Chapter 4 explicitly codify all ten ALCOA++ elements

(adding Traceable to ALCOA+), reflecting a regulatory watershed ('’ (12]

www.researchgate.net) (
www.auriacompliance.com). As we will discuss, this fragmented evolution led to industry confusion:

manufacturers operating globally often found themselves juggling multiple sets of expectations.

This report takes a deep dive into ALCOA+, offering historical context, clear definitions of each principle, and a
thorough analysis of how organizations can achieve compliance. It draws on primary regulatory texts (FDA
guidance, EU regulations, WHO documents, etc.), peer-reviewed studies, news analyses of inspection trends,
and expert commentary. We emphasize evidence-based discussion: for example, data from FDA reports indicate
that a majority of warning letters in recent years cite data-integrity lapses (/'°!
www.europeanpharmaceuticalreview.com).We also include real-world case studies (with cited details) to show how
ALCOA violations play out in practice, and we discuss how new technologies (from electronic records to
blockchain) are being leveraged to uphold ALCOA standards. The intended audience is quality professionals,
regulators, and others who need a comprehensive reference on data-integrity principles; thus, we treat each
subtopic in depth, use formal tone, and support all claims with citations.

Regulatory and Guidance Landscape for Data Integrity

United States (FDA)

In the U.S., the FDA has long enforced data-integrity requirements under its CGMP (Current Good
Manufacturing Practice) regulations. Key provisions include 21 CFR Part 211.68 (controls of automated systems)
and 21 CFR 211.100 (production and process controls) (!'*! redica.com). These rules require, for example, that
automated systems be validated and secure, and that all records relating to production (including test data) be
accurate and complete. However, explicit discussion of "ALCOA" per se was historically sparse in federal law.
Instead, ALCOA principles were conveyed through guidance and inspection practice. In 2018, FDA issued a final
"Data Integrity and Compliance with Drug CGMP: Questions and Answers” guidance to clarify expectations
(1"®) www.fda.gov). That guidance emphasized that “FDA expects that all data are reliable and accurate” ('
www.fda.gov) and encouraged risk-based approaches to prevent data lapses. It did not enumerate "ALCOA" by
name, but it reiterated that data (in any form) must be generated, modified, and reported in a reliable manner.

Decades of FDA warning letters underscore the practical application of ALCOA. Indeed, lack of data integrity
has repeatedly been one of the top causes of FDA Form 483 observations and warning letters, especially in

Sl www.biopharmadive.com). One analysis noted that in

drug manufacturing inspections ("'/) www.cognidox.com) (!
2021, 61% of all FDA warning letters contained data-integrity findings (!'*/
www.europeanpharmaceuticalreview.com). Alarmingly, many such cases involved deliberate falsification - for
example, destroying original lab notebooks and substituting backdated pages (! www.biopharmadive.com) (/'8!
www.thefdalawblog.com) — which directly violate ALCOA principles. In response, the FDA's 2025 guidance

reiterates that firms “must ensure the quality and integrity of all data” and requires comprehensive
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investigations whenever lapses are found (I°/ www.biopharmadive.com) (') www.fda.gov). The recent warning
letters to Tyche Industries Ltd in India (February 2025) explicitly stated that “Your quality system does not
adequately ensure the accuracy and integrity of data to support the safety, effectiveness, and quality” of drugs
(""9) www.fda.gov). These actions illustrate that U.S. regulators enforce ALCOA-centered expectations under
existing GMP laws, even if the acronym itself appears only in industry parlance.

In line with ALCOA+, U.S. guidance increasingly references additional attributes. For example, the Redica site
(regulatory news) notes that FDA investigators now view the nine attributes of ALCOA+ (and even ALCOA-C) as
“the minimum data-integrity expectation under 21 CFR 211.68 and 211.100” (!°! redica.com). Some U.S. firms
thus adopt ALCOA+ voluntarily even if not formally required by FDA; nevertheless, explicit mention of Complete,
Consistent, etc. in FDA documents remains limited. The recent FDA reissued guidance (2023-2025) on evidence
submission (regarding Al in drug submissions) suggests even clinical trial data must be reliable, implicitly

[2] [12]

reinforcing ALCOA principles across the product lifecycle (‘' pmc.ncbi.nlm.nih.gov) (

www.auriacompliance.com).

European Union (EMA, PIC/S)

In the EU, data-integrity expectations have been articulated through EMA guidelines and national regulations.
The pivotal moment came in 2010 when EMA released a Reflection Paper on expectations for electronic
source documents in clinical trials. In that document, EMA formally introduced the four “plus” attributes to
ALCOA: Complete, Consistent, Enduring, and Available (\?°) investigationsquality.com). The paper thus coined
“"ALCOA+" to stress that electronic trial data must not only be attributable and accurate but also fully recorded,
logically coherent, long-lasting, and accessible when needed (for audits or review) (1°! pdf4pro.com) (129
investigationsquality.com). This EMA guidance, though focused on clinical data, signaled a broader EU move
toward comprehensive data governance.

European inspectors (e.g. MHRA, PIC/S) subsequently incorporated ALCOA+ language, often with added
nuance. The UK's MHRA GxP Data Integrity Guidance (2018) includes the ALCOA original five and plus four
concepts, while also elaborating them (e.g. requiring data to be “permanent and easily understood” under
legibility). PIC/S Guidance on Data Integrity (2021) similarly echoes ALCOA+ and encourages a risk-based
quality approach. The recently released draft revision of EU GMP EU-GMP Chapter 4 (Documentation)—open
for stakeholder consultation in 2025—goes further by codifying all ten principles (ALCOA++) in binding

regulation (/!

www.researchgate.net). Its glossary explicitly defines YALCOA++" as “attributable, legible,
contemporaneous, original and accurate, [plus] complete, consistent, enduring, available and traceable” (‘!
www.researchgate.net). Notably, Traceable was added in 2023 to emphasize audit trails. Thus, under EU law

there will soon be a unified legal expectation covering the extended ALCOA set.

Other Regions: MHRA, WHO, and Global

The UK MHRA, post-Brexit, largely mirrors EU thinking but with its own guidance tagline: it endorses ALCOA+
and emphasizes “permanent legibility” of records (I*') investigationsquality.com). The recent MHRA Inspection
Guide repeatedly cites ALCOA+ in advising manufacturers. WHO's guidelines (e.g. Annex 5 of TRS 996, 2016)
provide a global perspective, defining ALCOA and ALCOA-plus just as EMA does (\° pdf4pro.com). WHO Annex 5
also contains extensive examples of how ALCOA(-plus) principles apply in practice for both paper and
computerized systems, underscoring their universality in GxP contexts (*°! pdf4pro.com). Notably, WHO
documents consistently treat ALCOA+ as part of “data and record management best practices” ([5]
pdfdpro.com).

Other regulatory bodies have issued their own data-integrity advisories. For instance, in recent years India’'s
Central Drugs Standard Control Organization (CDSCO) published guidelines highlighting ALCOA attributes, and
regulators have conducted intense inspections of drug plants there. Similarly, China's NMPA (formerly CFDA)
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and Japan's PMDA/Evaluations have issued GMP notices emphasizing documentation quality in line with ALCOA.
However, harmonization remains incomplete: different authorities may emphasize or word the attributes

differently. For example, as one industry analyst observed, regulators have occasionally diverged on definitions

of even a core term like “Attributable” - some focus on individual identity, others on computer audit trails (27!

investigationsquality.com). This report will highlight such differences where relevant.

Table 1 below summarizes the data-integrity principles across key acronyms and gives brief descriptions (with

references in the text). Table 2 later compares how major regulatory regions incorporate ALCOA+ concepts into

guidance and law.

ALCOA Principle

Attributable

Legible

Contemporaneous

Original

Accurate

Complete
(ALCOA+)

Consistent
(ALCOA+)

Enduring
(ALCOA+)
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Meaning | Explanation

Data entries can be traced to their source — who

performed the action and, in clinical trials, which
subject was involved (m acrpnet.org). It ensures
accountability of each data point.

Data (and signatures) must be readable and clear,
and interpretable by humans ([1] acrpnet.org). In
electronic records, it means data must be displayed
or print-out “legibly”.

Data are recorded at (or very near) the time of the
event or observation ([23] acrpnet.org). Delays
opening or "backfilling” records can compromise

accuracy.

The data are recorded in their first capture form -

the source data ([24] acrpnet.org). Originals can be
raw data (instrument outputs, lab notebooks) or true
copies (verified duplicates of the original) ([3]

pdfdpro.com).

Data are correct and precise, with no errors ([24]

acrpnet.org). Calculations and conversions must be
checked; reported values should conform to
measurement precision.

All data including repeats, outliers, and metadata are

. i (4] 5cor [25]
recorded; no data are omitted ("7 acrpnet.org) (
www.auriacompliance.com). This covers full
datasets and related supporting information.

Data entries follow logical, sequential order, and
formats are uniform over time ([4J acrpnet.org) ([25J

www.auriacompliance.com). Consistency implies
coherence within and across records.

Data are recorded on durable media so they remain
intact and retrievable throughout the retention

period (W acrpnet.org). In practice, once recorded,

Implementation Considerations

Use identifiable user logins or signatures
(electronic or handwritten), unique user IDs,
audit logs of changes. Include time/date stamps
linked to responsible person.

Maintain readable formatting (clear handwriting,
sufficient resolution on scans). Use fonts/sizes
that do not obscure data (avoid color coding
unreadable text). Keep logs in accessible
format.

Implement real-time data capture with
synchronized clocks. Use "electronic
notebooks” that time-stamp every entry.
Prohibit pre-dating or post-dating; log time-
zone and clock sync events.

Preserve raw data (e.g. instrument printouts,
chromatography charts, lab notebooks) and/or
generate audit-trailed electronic copies. Archive
images/scans of handwritten records. Do not
overwrite or discard original files; if copied, do
so as authenticated true copies under controlled
conditions.

Use validated instruments and software;
implement error-checking (e.g. double-data-
entry, QC/calculations review). Calibration and
maintenance records ensure measurement
accuracy. Conduct periodic data review and
reconciliation.

Ensure all raw data (positive/negative results,
failed tests) are captured. Design
forms/databases to prevent “optional” skipping.
Retain audit logs and metadata for each dataset.
Include rationale for intentionally omitted data
(if any).

Use standardized data formats and sequencing.
For example, batch records should be
completed sequentially and dated. Avoid
contradictory entries (e.g. duplicate record
numbers). When systems update data, use
controlled procedures.

Store data on reliable, long-term media (e.g.
secure servers, database backups, microfilm).
Avoid ephemeral storage (e.g. generic shared
drives). Maintain backup policies, write-
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ALCOA Principle Meaning [ Explanation Implementation Considerations
data are not transient or subject to unmonitored protected archives for final records. For paper,
erasure. keep bound notebooks or controlled copies.

Implement document control systems with
indexed storage. Ensure electronic records are
searchable and database query paths are

Data can be accessed and reviewed throughout its

Available lifecycle, including during inspections or audits ([4]

documented. Maintain a disaster-recovery plan
(ALCOA+)

acrpnet.org). Systems to retrieve records must for data access. For very old data, ensure

function when needed. readability (e.g. refresh scans), and maintain

hardware/software for legacy formats if needed.

[Recently added] A comprehensive audit trail exists  por glectronic systems, enable immutable audit

linking each data point to its origins and logs of every create/modify/delete action (who,
Traceable transformations ([7] www.researchgate.net) (“2] what, when). For paper systems, keep master
(ALCOA++) www.auriacompliance.com). Traceability often logs (e.g. batch logs that link instruments and
overlaps with Attributable and Contemporaneous but operators). Establish chain-of-custody for data
emphasizes system-wide tracking. transfers.

Table 1: Key data-integrity attributes from ALCOA and its extensions (ALCOA+, ALCOA++), with practical
considerations. Definitions are compiled from regulatory guidance and industry glossaries (' acrpnet.org) (1

acrpnet.org) (I%1 pafapro.com) (1261 www.auriacompliance.com).

Detailed Discussion of ALCOA(+/++) Principles

Below we examine each principle in turn, citing the regulatory and expert references that define it, and
illustrating how it applies in practice.

Attributable

Definition: Data are attributable if one can identify who generated or modified them (and when). In clinical
contexts, this also includes identifying which subject the data refer to. In the ALCOA glossary, "Attributable”
means data are tied to both the individual (e.g. patient) and any actor on a record (" acrpnet.org). The person
entering data should be uniquely identified.

Importance: Attribution ensures accountability. If a result or entry is later questioned, one can trace it back to an
operator, investigator, or instrument. An FAQ in FDA's data-integrity guidance underscores that facility access
controls and user logins must ensure that each action is traced to a person (%) www.fda.gov). Without this,
undetected errors or fraud can go unchecked.

Implementation: In pencil-paper systems, this means each handwritten entry or electronic printout page must
be signed and dated by the author. For example, laboratory notebooks should bear a signature/logon by the
analyst on each page (! acrpnet.org). In computerized systems (covered by 21 CFR Part 11 or Annex 11), it
means using unique user IDs and passwords rather than shared accounts. Electronic records should be linked to
user accounts, and electronic signatures must be properly applied. System audit trails often serve this purpose
by recording the user identity with every data action (creation, modification, deletion). The ALCOA+ principle of
Complete likewise implies that attributable metadata (e.g. who, where) are preserved. According to one
regulatory summary, effective attributable controls include role-based access and e-signatures (17! redica.com).

Legible

Definition: Data are legible if they can be easily read and understood by a human reviewer (!'/ acrpnet.org). This
may seem trivial, but illegibility is a common real-world issue (e.g. messy handwriting, low-resolution scans).
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The ALCOA glossary specifies that electronic records, if encoded, must still be made available in a readable,
human-readable form (' acrpnet.org).

Importance: lllegible data are effectively unusable. If an inspector or auditor cannot read a document, they
cannot confirm its contents. In clinical research, patient safety could be endangered if dose or observation data
are garbled.

Implementation: For paper, this means printing in permanent ink, using block letters if needed, and avoiding
scribbles. All entries should be clear, with unambiguous motion (for signatures) and dating. Corrections should
cross out (with a single line) any error, so the original text remains legible beneath. In an electronic context,
“legible" can entail ensuring fonts are supported long-term (avoid obscure font formats), and scanned copies of
paper must have sufficient contrast and DPI. MHRA stresses that data must be “permanent and indelible” ("
investigationsquality.com), which is a stronger way of saying legible. In practice, electronic systems often enforce

legibility by using fixed templates or requiring justification fields for illegible flags.

Contemporaneous

Definition: The "Contemporaneous” component of ALCOA demands that data be recorded at the time of the
event or observation, or very shortly thereafter (1?°! acrpnet.org). In other words, if a lab test is run on March 1 at
2:10 PM, the results should be noted on March 1 (times around 2:10 PM) — not a week later. The principle
reflects the FDA's long-recognized record-keeping requirement that data be entered “at the time of

(\28]

performance” www.europeanpharmaceuticalreview.com).

Importance: Recording data contemporaneously minimizes errors of memory and prevents fraudulent post-hoc
rewriting. It also preserves the temporal context of the data. The EMA reflection paper notes that “the timing of
data collection with respect to the time the observation is made” is central — the more promptly data are
recorded, the higher their quality ("*°! acrpnet.org). The principle is so fundamental that it is embedded in 21 CFR
111.160 (cGMP for dietary supplements) and 21 CFR 211.194 (records retention) under phrases like “at the time
of performance.”

Implementation: For manual logs and notebooks, training and SOPs must stress immediate entry. Ideally, data
collection forms are kept in areas of use (not in a supervisor’s office away from the lab). For example, critical
steps (like weight measurements, filling volumes) are entered in batch records as the step occurs. For electronic
systems, strict timestamps on data entries enforce contemporaneity. Network time protocol (NTP) servers
should synchronize all devices so that logged times reflect real chronology. Deviations (like late entries) must be
explained and justified immediately. As one compliance article noted, “the complete principle mandates
comprehensive, real-time documentation leaving no data points unrecorded” (1?°! www.auriacompliance.com),
tying into ALCOA's contemporaneity concept. In practice, automated data capture (direct connection from
instruments to LIMS) helps reduce untimely manual entry.

Case Example: Backdating and Batch Records

A common violation of contemporaneity is backdating entries in batch or test records. For instance, in a 2016
FDA inspection of Sri Krishna Pharmaceuticals (India), investigators found that operators had destroyed original
batch-production pages and replaced them with backdated pages (\°! www.biopharmadive.com) (I
www.thefdalawblog.com). An FDA warning letter described how records from five batches were discarded and
replaced outside the facility, indicating deliberate falsification. Such practices violate both Contemporaneous
and Original aspects of ALCOA - data were neither recorded when observed nor preserved in original form. In
this case, the inspectors even retrieved discarded originals (“dumpster diving”) to confirm the manipulation (/'®!

www.thefdalawblog.com).
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Original

Definition: Data are original if they represent the first or source recording of information (\?* acrpnet.org). That
means keeping the raw observation or test result from which any subsequent copies or transcriptions derive.
The ALCOA glossary emphasizes that the “original or first suitably accurate recording” is evidence of data
integrity (%% acrpnet.org).

Importance: Original data are essential because they carry the full evidentiary weight. Copies are only as good
as their replication process. For example, photographic scans of layered chromatograms, ink inexhaustibility, or
sensor logs are originals; photocopies of those figures are secondary. If we lose the original or allow it to be
altered without trace, we lose the ability to verify that the copy is correct.

Implementation: In practice, one must define what counts as “original” for each type of data. For a handwritten
log, the notebook page is original; scans of it can serve as archival duplicates, but the notebook itself must be
preserved. For computer systems, the database record (including metadata) is original, and any printed reports
or exports are secondary. Regulatory guidance allows “true copies” - e.g. a certified copy of a page — but only if
controlled so it can always be traced back to original (\°’
erasing original data, and if corrections are needed, stopping by redaction with signature rather than

pdfdpro.com). Controls include: never overwriting or

substitution. Audit trails in computerized systems must capture changes to original data. The Enduring and
Available attributes support Original by ensuring copies remain faithful and accessible.

Accurate

Definition: Data are accurate when they are correct in all respects, reflecting the true values or observations
(%] acrpnet.org). Accuracy implies freedom from transcription or transcription-style errors (e.g. typos, rounding
mistakes) and from errors of instrumentation (e.g. calibration errors).

Importance: Accuracy is fundamental to decision-making. If data values are wrong (even by a small amount),
analyses based on them could be invalid. In a pharmaceutical lab, inaccuracies in potency tests might lead to
out-of-specification batches being released, risking patient safety. Importantly, accuracy also covers
completeness of data entry: for example, if an instrument reports readings to two decimal places, rounding or
cutting them off incorrectly violates accuracy.

Implementation: Document control factors into accuracy. Standard operating procedures (SOPs) require
instruments to be calibrated and verified, and personnel to be trained in measurement techniques. Data-entry
checks (e.g. double data entry, supervisory review, independent spreadsheet checks) help catch typographical
mistakes. Software should validate inputs (e.g. numeric range checks). The FDA's Tyche warning letter explicitly
charged the company with not ensuring “accuracy and integrity of data... to support the safety, effectiveness,
and quality” of its products (') www.fda.gov). This reflects a finding that Tyche's processes were allowing
inaccurate or falsified data to propagate. In computerized systems, accuracy is often maintained by automated
data acquisition from instruments (minimizing human transcription) and through calculated checksums or
formulas that recalc totals.

Complete (ALCOA+)

Definition: Data are complete when all expected information is recorded. For ALCOA+, this means including
every required observation, result, and metadata (e.g. time of day, reactions left out) such that the dataset is

[26]

whole (! acrpnet.org) ( www.auriacompliance.com). Omitting failed measurements or excluding “undesirable”

findings breaks completeness.

Importance: Completeness ensures a trustworthy decision can be made. Missing data can obscure problems
(e.g. concealing an out-of-limit test by not recording it). Regulators view omissions as serious because the duty
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of QA is to consider all evidence, not just favorable data. The ALCOA+ glossary and guidance emphasize that

complete records allow “no data points unrecorded” (“°! www.auriacompliance.com).

Implementation: Systems and SOPs should list all required fields in forms/databases - forcing entry rather than
allowing blank fields. Electronic notebooks can be configured so that a user cannot save or proceed unless
every cell is filled, or at least a comment is provided. All QC samples, control results, and out-of-specification
records must be documented. Batch records should include sign-offs for “no comments” if truly there are none,
to distinguish from negligence. Data audits should look for unexplained gaps. Importantly, “complete” also
means preserving all earlier versions of data: if a mistake is discovered, the original erroneous entry must
remain legible (crossed out, corrected) rather than erased, so the history is intact. The QM consultant Edgar
Garner notes that completeness in ALCOA+ includes capturing metadata and system audit trails, highlighting its
broad scope (1?°! www.auriacompliance.com).

Consistent (ALCOA+)

Definition: Data are consistent if they follow agreed-upon formats and logical flows, with no internal
contradictions. This principle demands that all related records “fit together” as a coherent set. In ALCOA+,
consistency often refers to chronological order (e.g. dates increasing forward), method consistency, and

conformity across duplicates (°°) www.auriacompliance.com).

Importance: Inconsistencies raise red flags about record manipulation. For example, if two signed copies of a
report have slightly different figures or signatures out of sequence, consistency is broken. Incomplete or
inconsistent revision control (e.g. some pages in a batch record use the latest SOP, while others cite an old
version) can cause doubt about which data are applicable. The ACG review highlights that a lack of
chronological or format consistency can “hinder process control and decision-making” ('*°!

www.auriacompliance.com).

Implementation: Enforce version control on documents so that entire records reflect the same revision level.
Batch records and logs should have strictly increasing page or entry numbers, preventing mixing of pages from
different batches. Metadata formats (units, labels, column headings) should be standardized. Use data-entry
forms that apply uniform date/time formats (e.g. ISO dates) to avoid ambiguity. When systems produce reports,
ensure that export settings (like decimal precision or delimiters) are consistent each time. In investigations,
regulators often look for any evidence that data or records “jump around” (e.g. dates out of sequence,
nonuniform labeling) indicating possible tampering.

Enduring (ALCOA+)

Definition: Data are enduring if recorded on media that preserves them throughout the required retention
period, protected against loss, damage, or degradation. Practically, enduring means data (once captured) are
not ephemeral; they survive long-term as stable records (1! acrpnet.org).

Importance: Pharmaceutical records often must be kept for many years (e.g. a decade or more for GMP
dossiers). If media fail (e.g. floppy disks, fading ink), critical information could vanish. Robust enduring media
protect the effort of contemporaneity and completeness. A lack of enduring preservation can undermine even
docile information (e.g. paper records stored in damp conditions may become unreadable).

Implementation: For electronic data, use industry-standard storage (enterprise servers with redundancy) and
avoid home-grown, unsupported media. Maintain regular data backups and offsite archives ( Conclusion
above). Verify data integrity on storage by generating checksums and periodically auditing that stored and
backed-up files match originals. Write-protect final records (e.g. finalize PDFs so they cannot be edited). For
paper-based records, store in controlled archives (climate-controlled rooms, locked cabinets). Scanner images

may serve as enduring copies, especially for legacy records (but then keep originals too). The WHO guidance
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(Annex 5) suggests archiving data in an independent controlled environment ("*°! pdf4pro.com). Together with
Available, enduringness ensures that data remain accessible in the long term.

Available (ALCOA+)

Definition: Available data are readily accessible “when needed,” including for inspections, audits, or internal
review (\*) acrpnet.org). Beyond mere existence on disk, availability implies a system or process for retrieval.

Importance: Data trapped in an obscure format or location is effectively lost. Regulators expect firms to produce
data on demand; if a lab test from 8 years ago must be reviewed, it must be obtainable. The ALCOA+ definition
stresses accessibility throughout the data lifecycle. E.g., if a study's raw data are locked inside an obsolete
proprietary archive, they violate Availability.

Implementation: Maintain indexes or catalogs of where data reside. Electronic document management systems
can tag records with metadata (date, batch, type) to expedite search. Data retrieval processes should be
documented (e.g. how to access archived databases or retrieve backups). For legacy systems, retain
compatible software or migration plans to ensure data remain legible and readable. A simple best practice is:
every retention record is stored in at least two accessible locations. Coupled with Enduring, Available means
“"data are not only preserved, but also retrievable.”

Traceable (ALCOA++)

Definition: Traceable was recently added as an explicit attribute (often denoted in discussions as part of
ALCOA++). It emphasizes comprehensive audit trails and linkages in data history (/) www.researchgate.net) (1'%
www.auriacompliance.com). Specifically, traceability requires that every data point can be traced forward and
backward: from origin through any changes to final reports.

Importance: Traceability is not new in concept (it overlaps with Attributable and Contemporaneous), but making
it explicit highlights modern data architectures. For example, if a computerized system automatically computes
new values, the traceability requirement ensures one can follow exactly how the output was derived from inputs.

It also underscores the need to document the data flow through processes.

Implementation: In practice, enforce "write once, authenticate later” policies so that any change or transfer of
data is recorded. Use systems that automatically log user actions (who did what, and what data object was
affected). Electronic record-keeping regulations (21 CFR Part 11, EU Annex 11) mandate such audit trails. For
paper records, manual logbooks (e.g. reagent logs) serve as a trace of activity across systems. Regulators now
often look for an auditable chain of custody. For instance, the draft EU Chapter 4 requires that “information that
is originally recorded” (Original data) remain accessible and that any copies be traceable as true copies (!’
www.researchgate.net). This drives firms to enhance their traceability practices (e.g. unique ID codes on test
tubes, tracked container handling) so that products and data remain linked end-to-end.

Interrelations and Summary

These ALCOA(+) principles are interrelated. For example, if data are Attributable and Traceable, their
chronological entry might be ensured (Contemporaneous), and vice versa. Together they form a data integrity
framework. As noted in an industry review: “By adhering to ALCOA+ principles, pharmaceutical companies
mitigate the risks of data errors, regulatory non-compliance, and associated consequences such as production
disruptions and financial penalties” (\'°) www.auriacompliance.com). Enforcement agencies have informally
treated these attributes as the minimum standard under CGMP review ('°! redica.com). Modern regulatory
guidance now often explicitly or implicitly expects ALCOA+ (or ALCOA++, ALCOA-C) compliance. In fact, during
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a recent FDA/GCP seminar, global regulators highlighted data integrity challenges (e.g. with eSource and EHR
data) while underscoring ALCOA+ as the cornerstone for clinical research quality (!?/ pmc.nebi.nlm.nih.gov).

Regulatory and Technical Controls to Enforce ALCOA+

Achieving ALCOA+ compliance requires a multifaceted approach. Regulatory guidance and industry best
practices outline specific controls and system features that support each attribute. For instance, a 2025 review
catalogs some key technical controls linked to ALCOA principles (\?/) redica.com):

e Audit Trails: Crucial for Attributable, Complete, Enduring. System audit logs record user IDs, timestamps,
and operations on data. An immutable audit trail can show the history of a record — who entered it, who
changed it, when any change occurred, and what the change was. Good systems do not allow audit-log
editing.

e Role-Based Access & e-Signatures: Supports Attributable and Accurate. By restricting system privileges by
role (e.g. analysts can only enter data, reviewers can only sign), the system ensures that only authorized
personnel can modify data. Electronic signatures (with identity verification) tie a person to an electronic
action.

e Time-Stamped Logs & Secure Clocks: For Contemporaneous. Ensuring that devices use synchronized time
servers means timestamps in logs are reliable. Network time servers should be used, and clock settings

locked to prevent tampering.

e Automated Backups & Redundancy: For Enduring and Available. Automatic, regular backups (with
verification) protect against data loss. Redundant storage (RAID arrays, secondary data center) bolster
endurance.

e FElectronic Batch Records & Databases: Storing data from instruments and forms directly into digital
systems, with controlled user workflows, prevents manual copying errors and improves legibility and
completeness.

Beyond technical controls, procedural and organizational controls are also vital. Standard Operating
Procedures (SOPs) must explicitly reference ALCOA concepts, and personnel must be trained on Good
Documentation Practices (GDP). GDPs themselves embody ALCOA principles: e.g., when scribbles can
introduce illegibility, or forgetting to log a result violates completeness (°! pdf4pro.com). The World Health
Organization’s Annex 5 provides extensive examples of how to implement ALCOA in both paper and electronic
systems, including risk-management approaches to ensure consistent application (\°! pdf4pro.com).

Key Guidance Documents: Table 2 (below) outlines critical regulatory documents and how they incorporate
ALCOA/ALCOA+.

Regulatory

. . ALCOA+ Usage Notable Points
Authority/Guidance

Treats ALCOA principles as baseline. FDA
Implicit ALCOA standard under 21 CFR Part 211;

guidance Q&A defines expectations for reliable

inspectors have cited ALCOA+ terms in warning
letters (data must be accurate, traceable, etc.)
FDA (USA (18]

(USA) data (''7! www.fda.gov). Frequently refers to (19 www.fda.gov). Acknowledges ALCOA-C

FDA's Data Integrity Q&A (2018) and Part 11 X X . 6]
X (with “current”/"comprehensive”) informally (
(electronic records).

redica.com).
EMA (EU) Officially introduced ALCOA+ (Complete, EMA’s guidance & reflection papers focus on
Consistent, Enduring, Available) in 2010 clinical trials eSource data but apply ALCOA+
reflection paper for clinical trials (\20\ principles to manufacturing as well. Draft rules

investigationsquality.com). Draft EU-GMP standardize terms legally.
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Regulatory
Authority/Guidance

MHRA (UK)

PIC/S (International)

WHO (Global)

Other (e.g. industry)

ALCOA+ Usage

Chapter 4 (2025) defines ALCOA++ (adds

Traceable) ([7] www.researchgate.net).

Endorses ALCOA+ and added clarifications (e.g.
“permanent and understandable” for Legible).
2018 GxP Data Integrity Guide aligns with
WHO/EMA definitions.

PIC/S Pl 041 Data Integrity Guide (2021) aligns
with ALCOA+ language. Upcoming PIC/S Annex
to Annex 11 expected to formalize ALCOA+
(consulted in 2023).

WHO TRS 996 Annex 5 (2016) defines ALCOA,
ALCOA+ (Complete, Consistent, Enduring,
Available) ([5] pdfdpro.com). Basis for global
inspection expectations.

Industry bodies (e.g. PDA, ISPE) and standards
(ISO) adopt ALCOA+ as best practice. ICH GCP
E6(R3) (draft) underscores data governance and
integrity (though not using "ALCOA" acronym).

ALCOA+ Principles: A Guide to GxP Data Integrity

Notable Points

MHRA guidance explicitly emphasizes record
permanency. Unlike FDA, MHRA fully recognizes
all plus attributes ([20]

investigationsquality.com). Also supports
“traceability” concept via audit trails.

Aimed to harmonize global practices. PIC/S draft
guidance includes ALCOA+ and risk-based data
governance. Countries following PIC/S (EU, UK,
Japan, etc.) use its guidance.

WHO guidance is non-binding but highly
influential in emerging markets. Emphasizes
applying ALCOA+ equally to paper and electronic
data. Handles examples and risk analysis.

ICH E6(R3) (for clinical trials) introduces
concepts of data governance that reflect
ALCOA+ attributes. Industry groups like PIC/S,
ISPE, ISPE GAMP, etc. reference ALCOA in
training and tech controls.

Table 2: Key regulatory and guidance documents addressing ALCOA+/data integrity. While FDA historically
focused on “reliable and accurate” data under GMP, Europe and WHO explicitly list the ALCOA+ attributes.

Recent EU-GMP revisions are moving toward legally binding definitions of all attributes (!

www.researchgate.net) (18 redica.com).

Regulatory expectations thus span many documents. What they commonly require is that data be reliable and
robust - essentially ALCOA-compliant. As one commentary summarized, “ALCOA attributes provide the

framework FDA uses to judge whether records are reliable and trustworthy

7 (%) redica.com). It is the

responsibility of organizations — through quality systems, training, and technical controls — to embed these

attributes in every data-handling step.

Common Data-Integrity Challenges and Gaps

Despite clear principles, many organizations struggle with ALCOA+ compliance. Recurring deficiencies

(identified in inspections and audits) map directly onto failures of one or more ALCOA attributes. Common

issues include:

e Poor Audit Trails or Log Inspections: Lack of adequate audit trails, or failure to regularly review them, compromises

Attributable and Traceable. Inspectors often find that generic log-ins are shared among operators, making it impossible to

attribute actions ([8] www.biopharmadive.com).

e lllegible Corrections: Errors are sometimes corrected by obliterating entries rather than crossing them out with initials. This

destroys the original entry (violating Original and Legible). For example, some warning letters cite torn-out pages or heavy
redactions in logbooks.

e Backdated Entries: As in the Sri Krishna case, entering dates after the fact violates both Contemporaneous and Origional.

Such backdating is itself a common citation in FDA 483s.
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e Data Overwriting: Directly overwriting electronic data without an audit trail (or using t xt or excel without protections)
violates Enduring and Available. Firms have been found editing spreadsheet cells that then reflect in official reports, with no
record.

e Missing Data or Selective Reporting: Omitting out-of-specification (OOS) test results or lab incident records unlawfully
breaks Complete and Available. One review of warning letters noted selective omission of failing results as a frequent cause
of FDA action.

e Legacy System Risks: Maintaining old systems (with unsupported software or obsolete storage media) can lead to lost
data. For instance, failure to migrate data from a decommissioned instrument meant some records could not be produced
years later, a breach of Available/Enduring.

e Inadequate Training and Culture: Sometimes, the root problem is cultural. Analysts under pressure may “take shortcuts,”
consciously or not. Without QA oversight that emphasizes ALCOA, bad practices fester: e.g., entering assumed target values
instead of actual readings (vague but violates Accurate). MHRA and other regulators now emphasize quality culture — that
employees must understand why ALCOA matters, not just be told to do it.

A practical analysis (Redica 2025) found that many warning letters cite exactly these gaps — for example,
increased findings of unsecured shared drives (affecting Original/Complete) and missing audit trails (/7]
redica.com). Table 3 (below) lists typical gaps matched to ALCOA attributes. In audit readiness programs,
companies often use ALCOA as an internal checklist to spot such failures.

.. Related ALCOA
Common Deficiency Violations Example/Consequence

Unable to determine who made a data change; "admin”

Shared logins, weak passwords Attribution; Traceability X
account misuse.
Illegible handwriting, overwritten o . Inspectors cannot read key steps; original data appears
. Legibility; Original
notebook entries lost or obscured.
. Contemporaneous; Lab results logged after test completion; discovered
Post-dated/backdated entries . .
Original OOS results missing.

Only summary reports kept, raw chromatograms

Missing raw data or scans Original; Complete X A
discarded; recalls possible.

Unprotected spreadsheets (no audit Complete; Accurate; 3 A
Manual edits not logged; errors introduced undetected.

trail) Traceable
. . Data lost in hardware failure; unable to retrieve historical
Inadequate backups or storage Enduring; Available
records.
L Accurate; Legible; Instruments not calibrated; data format errors not
Lack of system validation .
Available caught.
Unreviewed data (# of blanks, . . .
Complete; Accurate Suspicious gaps or identical repeated values unchecked.

outliers)

Table 3: Examples of common data-integrity gaps, showing which ALCOA principles each violates, with
illustrative outcomes.

Data-Analysis Evidence: Alarmingly, regulatory data show that ALCOA nonconformances are widespread. In
one survey, among all U.S. FDA CGMP inspections, over half of 483 observations pertained to
data/documentation issues (which broadly include ALCOA types) (*'! pmc.nebi.nim.nin.gov) (!
www.europeanpharmaceuticalreview.com). The Bioresearch Monitoring (BIMO) program data (covering
clinical/regulatory labs) likewise found that failing to follow procedures and “poor documentation practices”
were the two most common violation themes ("°" pmc.nchi.nim.nih.gov). These findings underscore that data
integrity problems are systemic: they arise across drug manufacturing, clinical research, and device testing. It is
therefore critically important for companies to proactively audit their processes against ALCOA principles, rather

than waiting for deficiencies to be flagged by regulators.
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Case Studies and Examples

To illustrate how ALCOA+ compliance plays out (or fails) in practice, we discuss several real-world examples
reported in the literature and press. These cases highlight both classic ALCOA violations and the consequences
for public health and corporate operations.

1. Sri Krishna Pharmaceuticals (India, 2016)

Issue: In 2016, the FDA issued a warning letter to Sri Krishna Pharmaceuticals Ltd., a contract manufacturer, for
“serious data violations and quality control lapses” (°?) www.biopharmadive.com). Inspectors discovered that
operators had destroyed original batch records and replaced them with backdated pages. Surveillance
footage and remnants of the original records showed the manipulation: “original pages from five batch records
[were] discarded outside your facility” and substituted (”81 www.thefdalawblog.com). Additionally, staff were
found using generic “Admin” logins on testing instruments, thereby undermining attribution (-¢

www.biopharmadive.com).

ALCOA Analysis: This case violates multiple ALCOA attributes: Original (destroying raw pages),
Contemporaneous (post-dating replacement pages), Attributable (shared admin logins), and Legible (if records
were illegible after such alterations). In effect, almost every principle was compromised. The FDA specifically
asked Sri Krishna to conduct a “comprehensive investigation of the data integrity issues... including interviews
of current and former employees” ("¢} www.thefdalawblog.com), underscoring the seriousness with which it
regarded the breach of ALCOA. The incident halted Sri Krishna's U.S. imports (import alert) and drew intense
media attention ('°! www.biopharmadive.com).

2. Sichuan Deebio and Chinese Microbiology Data (2023)

Issue: In early 2024, FDA warning letters to several Chinese firms (including Sichuan Deebio Pharmaceutical)
highlighted data-integrity lapses in microbiology and environmental monitoring labs . Specifically, one facility
failed to follow and document laboratory controls “at the time of performance” and had “lack of data integrity”
in critical monitoring results (?%! www.europeanpharmaceuticalreview.com). Another letter bluntly stated: “ [Y]our
laboratory records cannot be considered valid in light of the significant data integrity breaches that call into
question the general reliability of your firm’s test results.” ("°°) www.europeanpharmaceuticalreview.com).

ALCOA Analysis: These cases illustrate violations of Contemporaneous (failing to record data when generated)
and Complete/Accurate (missing or invalid test records). The alleged scenario — e.g. gaps in daily/weekly
environmental monitoring charts — shows failure of Complete documentation. This resulted in the FDA casting
doubt on all reported sterility results. The FDA's guidance framework (and ALCOA) was explicitly cited in these
letters. Such publicized examples emphasize that even routine quality-check data must meet ALCOA standards
or can invalidate product releases.

3. Tyche and Jagsonpal Industries (India, 2025)

Issue: In February 2025 the FDA posted Warning Letters to two Indian APl manufacturers, Tyche Industries and
Jagsonpal Pharmaceuticals ("% www.fda.gov) (4} www fiercepharma.com). Tyche's inspection report noted
pervasive “questionable data integrity practices” in its lab and manufacturing groups, and on return to
compliance Tyche admitted it “did not fully evaluate the scope of data integrity lapses” ("°°) www.fda.gov). The
warning letter sternly stated “Your quality system does not adequately ensure the accuracy and integrity of
data” ("'°! www.fda.gov). Meanwhile, Jagsonpal’s breaches (including data falsification and obstructing
inspectors) similarly contravened data integrity.
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ALCOA Analysis: The explicit language in Tyche's letter ties directly to ALCOA: accuracy and integrity are two
of the five original attributes (\'°) www.fda.gov). That phrase signals that Tyche failed ALCOA's core test. The
letter's demands (e.g. a “abbreviates of data review”, root-cause analysis) reflect the FDA's expectation that
companies cannot pick and choose which data adhere to ALCOA. Jagsonpal's letter (though focusing also on
labeling/import compliance) hinted at backdating and falsification — again hitting ALCOA principles. Both firms
were put under import alerts, illustrating how ALCOA failures can cascade into market access and financial
penalties.

4. Third-Party Testing Labs (FDA Medical Devices, 2024-2025)

Issue: Data integrity is not only a pharmaceutical concern. In September 2024, FDA warned two Chinese
device-testing labs (Mid-Link and SDWH) for failing to accurately record and verify key research data ('°
www.fda.gov). Later (May 2025), FDA CDRH announced it had found “data... falsified or otherwise found to be
invalid” from those labs and refused to accept their test data in submissions (I°° www.fda.gov) (27!

www.fda.gov).

ALCOA Analysis: Here the allegation was falsification of test data — a direct assault on Original, Accurate, and
Traceable. Because device safety relies on third-party lab results, the FDA flatly rejected that data. These
cases demonstrate that ALCOA+ is audited even outside drug GMP: any regulated submission (drugs or
devices) must meet data-integrity standards. The FDA press releases explicitly restated ALCOA+ language (e.g.

“quality and integrity of data”) to contextualize the import alert ("°) www.fda.gov) (%) www.fda.gov).

5. Quality Culture and Data Governance (Various Industries)

Beyond specific examples, it is instructive to note cases where data-integrity lapses reflected broader cultural
issues. For instance, a 2022 review of clinical trial practices pointed out that human factors (like lack of
understanding of ALCOA) can lead to “compliance theater” — meeting form but not substance (/°°
investigationsquality.com). Similarly, an ISO-compliant oilfield services company openly described a "data
integrity culture” as critical after discovering years of undocumented lab data manipulation. The takeaway is
that ALCOA compliance depends not only on tools, but on organizational commitment.

In each case, the regulatory response (warning letters, import bans, recalls) underscores that ALCOA breaches
are not considered minor. Companies are expected to implement the full ALCOA+ framework. As one industry
commentator notes, adoption of ALCOA+ guidelines is now “the foundation of data quality necessary for
regulatory inspection readiness across the full data lifecycle” (\“°) www.bioprocessonline.com).

Data Analysis: Trends and Statistics

Quantifying the impact of ALCOA principles on the industry requires examining inspection data and published
analyses:

e Warning Letters: An industry analysis found that between FY2007-2018, data-integrity issues were chronic. For example,
“poor documentation practices” — essentially breaches of ALCOA — were among the most common citation themes ([3”
pmec.nchi.nlm.nih.gov). More recently (2021-2024), EPR and other analyses indicate that over half of FDA warning letters
involve data issues. In particular, 61% of 2021 warning letters cited data integrity or documentation problems ([131

www.europeanpharmaceuticalreview.com). Notably, the Center for Tobacco Products (dealing with product testing labs)
issued 33 such letters, CDER (drugs) 19 - illustrating that data issues span medical and non-medical products alike ([m]

www.europeanpharmaceuticalreview.com).
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e FDA 483 Observations: A review of final FDA inspection memos (483s) shows spikes in findings like unsecured network

drives (related to Original/Complete) and fan-in audit logs (Attributable/Traceable) in 2022-2024 ([301 redica.com). Another
analysis of 2020-2023 data integrity findings found recurring themes: missing raw data, unreviewed logs, missing policies,
etc., again tying back to ALCOA principles. Although comprehensive public datasets are limited, these snapshots confirm
that even with raised awareness, ALCOA+ compliance gaps remain widespread.

e Inspection Outcomes: The 2020 article Data Integrity in the Pharmaceutical Industry observed that while the number of
FDA warning letters was declining in 2010s, “significant data integrity and other compliance issues” persist (l42J
pme.nchi.nlm.nih.gov). This suggests some improvements (perhaps due to industry focus on ALCOA) but also that

enforcement will continue to emphasize data quality.

e Survey Data: (Where available) Surveys of pharma/biotech companies show that many self-report ALCOA-related
challenges. For example, an ISPE report found that ~30% of paediatric trials had issues with electronic data capture that
compromise ALCOA attributes. Another study showed that after an ALCOA training program, audit findings for data writing
errors dropped significantly.

These analyses underline that ALCOA attributes are not just theoretical. Failure to meet them has concrete
regulatory and business costs: warning letters, plant shutdowns, import alerts and, ultimately, threats to patient
safety.

Practical Implementation: Technology and Process

Modern data integrity approaches leverage both procedural controls and advanced technologies to support
ALCOA+. Below are key areas where implementation is critical:

Systems and Validation (21 CFR Part 11 / Annex 11)

Computerized systems must be validated, secure, and auditable. Both FDA and EU Annex 11 guidance stress
controls like user authentication, audit trails, and electronic-signature functionality. For example, Annex 11
specifically requires that data be “original” or true copies (!°! pdf4pro.com) and emphasizes ALCOA attributes
across electronic systems. FDA's guidance points to “automated, time-stamped records” of all changes. Hence,
companies often implement commercial electronic laboratory notebooks (ELN), LIMS, SCADA systems, etc., all
with GxP validation. Systems should force data to be Attributable (login required), Legible (export to PDF with
embedded fonts), and Contemporaneous (real-time data streaming).

Electronic Records and e-Source

The increasing shift to electronic records and direct data capture has challenged traditional ALCOA norms.
Recognizing this, regulators have clarified that digital data are subject to the same ALCOA rules, but the
methods differ. For example, data entry on an iPad in the field is acceptable if the tablet is locked to the user’s
signature and timestamps automatically. The FDA's GCP E6(R3) draft explicitly references data governance for
electronic source. The WHO and EMA guidance promote eSource (electronic capture at point-of-care) to
eliminate transcription errors, but insist on ALCOA compliance (e.g., audit trails must accompany eSource data).
A clinical data management study noted that applying ALCOA+ to eSource means ensuring data authenticity and
chain-of-custody in electronic medical records (I?! pmc.ncbi.nlm.nih.gov).

Data Governance and Quality Culture

Effective ALCOA+ implementation is as much organizational as technical. Companies often appoint data-
integrity champions or committees to oversee policies. Industry best practices recommend a formal Data
Governance Plan outlining roles (e.g. Data Stewards), acceptable use, review frequencies, and escalation of

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights reserved.

ALCOA+ Principles: A Guide to GxP Data Integrity

Page 16 of 22


https://redica.com/data-integrity-and-alcoa/#:~:text=Redica%20analysis%20of%20Warning%20Letters,2024%29%20shows%20spikes%20in
https://pmc.ncbi.nlm.nih.gov/articles/PMC7993007/#:~:text=Although%20the%20number%20of%20warning,the%20reduction%20of%20warning%20letters
https://pmc.ncbi.nlm.nih.gov/articles/PMC7993007/#:~:text=Although%20the%20number%20of%20warning,the%20reduction%20of%20warning%20letters
https://pdf4pro.com/view/annex-5-world-health-organization-7232fc.html#:~:text=other%20contexts,Archiving%20is%20the
https://pmc.ncbi.nlm.nih.gov/articles/PMC9823571/#:~:text=The%20attributable%2C%20legible%2C%20contemporaneous%2C%20original%2C,principles%20are%20the%20cornerstone%20of
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=alcoa-principles-a-guide-to-gxp-data-integrity.pdf
https://intuitionlabs.ai/articles/alcoa-plus-gxp-data-integrity?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=alcoa-principles-a-guide-to-gxp-data-integrity.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=alcoa-principles-a-guide-to-gxp-data-integrity.pdf

E IntuitionLabs  [ntuitionLabs - Al Software for Pharma & Biotech ALCOA+ Princip]es: A Guide to GxP Data Integrity

unexplained data issues. Some firms establish a Data Integrity Council that reviews ALCOA metrics (e.g. number
of late entries flagged, audit trail completeness rates). Training programs now routinely include ALCOA+
modules, often engaging QA and IT functions. The goal is to build a culture where employees understand that
even routine tasks (writing a temperature log, signing off a report) contribute to ALCOA.

Risk-Based Quality Approaches

ALCOA compliance also benefits from risk management. Regulators allow firms to tailor controls to process risk.
For example, an aseptic filling process (high risk) might mandate electronic batch records with stringent ALCOA
controls, whereas low-risk documentation (lab reagent inventory) might be paper-based with simpler checks.
Guidance documents often propose grading systems: e.g. equipment or data criticality is assessed, and those
ranked "high risk” get more elaborate ALCOA-enforcing measures (like automated checks). AstraZeneca, for
instance, developed a risk-ranking for its instruments and focused resources on ensuring ALCOA for the top
20% highest-risk instrument data.

Emerging Technologies

New technologies can bolster ALCOA adherence. Blockchain, for instance, has been proposed to ensure
immutability of original data. A 2023 study demonstrated using a private Ethereum network to prove
manufacturing record “Originality” (%! link.springer.com) (“*! link.springer.com). The idea is that if raw sensor
data are hashed onto a blockchain, any post-hoc change is instantly detectable. Similarly, electronic
signatures via biometric or multi-factor authentication raise the bar for Attributable. Cloud-based LIMS
with integrated backup address Enduring/Available by design.

Artificial intelligence and machine learning are double-edged: they can amplify data-integrity if used properly or
threaten it if used unscrutinized. A recent review finds that Al can improve data review by flagging anomalies
(supporting Accuracy/Completeness) (°! pmc.nebinlm.nih.gov) (%1 www.auriacompliance.com), but emphasizes
that any Al system must itself generate audit trails of how it processed data (so that ML model outputs remain
traceable). Integration of Al is an active research area: industry guidelines now note that applying ALCOA+ to Al
systems (e.g. automated image analysis in clinical trials) is a regulatory expectation ("*°! pmc.ncbi.nim.nih.gov)

([2°] www.auriacompliance.com).

Implications and Future Directions

The ALCOA+ framework has profound implications for quality assurance and product development. Companies
that internalize ALCOA often see benefits beyond compliance. For example, enforcing real-time data entry
(Contemporaneous) tends to reduce delays and errors, improving operational efficiency. Mandating complete
data capture (Complete) can reveal process flaws earlier, leading to better product quality. Moreover, a strong
data-integrity culture — which ALCOA embodies - correlates with overall quality culture and fewer recalls.

Global Harmonization: The proliferation of ALCOA variants has led to confusion. Some firms, as one executive
lamented, have found “multiple naming conventions (ALCOA+, ALCOA++, ALCOA-CCEA)” confusing,
necessitating sometimes redundant systems meant to satisfy different inspectors (1%} investigationsquality.com).
Efforts like PIC/S and the new EU Chapter 4 are attempting to harmonize. For example, PIC/S 2021 placed all
ALCOA+ elements into a formal guide. If regulatory convergence continues (e.g. through ICH or bilateral

agreements), industry could settle on one unified standard — a boon for multinational companies.

Evolving Data Sources: The rise of Real-World Data (RWD) and digital health sources presents new ALCOA
challenges. Consumer wearables, electronic health records, and other "non-traditional” data must be vetted for
ALCOA attributes before use in submissions. Recent FDA and EMA guidances encourage use of carefully
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validated RWD, but insist on ALCOA principles for data collection (even if by third parties like hospitals). We
anticipate more explicit guidance on ALCOA as applied to RWD in coming years.

Technology Trends: Future systems are likely to integrate ALCOA by default. For example, blockchain
applications may proliferate for supply-chain provenance (adding an inherent “traceability” layer). Al tools will
likely be developed to scan records for ALCOA compliance patterns (e.g. detecting missing signatures or time
gaps). However, regulatory scrutiny of these technologies will increase: industry consensus suggests that 21
CFR Part 11 and Annex 11 will be revised to address cloud and Al specifically. In summary, technology is a
double-edged sword for ALCOA - it creates new data flows to govern, but also powerful tools to enforce ALCOA
at scale.

Policy Priorities: The EMA's and FDA's creation of new guidelines emphasizing data governance (e.g. FDA's
draft Data Management Maturity Framework) signal that regulators see ALCOA not as a checkbox, but as part of
Quality System modernisation. Indeed, the ALCOA+ lens is being broadened: recent European policy drafts
discuss “self-inspecting quality culture” and proactive data monitoring, concepts that go beyond traditional
ALCOA mechanics. It seems the industry is moving toward real-time ALCOA compliance, where systems
continuously ensure logs are complete rather than rely solely on post-hoc audits.

In the clinical realm, the forthcoming ICH E6(R3) GCP guideline places data governance at its core. Early drafts
include definitions similar to ALCOA (attributable, consistent, etc.) and governance structures to maintain
integrity (1*7! pharmaeducenter.com). Since clinical trials increasingly feed into drug approvals, these changes will
reinforce ALCOA principles from R&D through manufacturing to post-market data.

Conclusion

Data integrity is not optional. It underpins patient safety, product efficacy, and regulatory confidence. The
ALCOA framework — with its expanded ALCOA+ and ALCOA++ forms — encapsulates the attributes of
trustworthy data. As we have shown, these principles have deep historical roots and are codified in guidelines
worldwide (" acrpnet.org) (I°) pdfapro.com). The ALCOA+ attributes (Complete, Consistent, Enduring, Available)
emphasize that reliable data must be whole, coherent, preserved, and retrievable ([4] acrpnet.org) ([26]
www.auriacompliance.com). Government agencies treat these principles as the baseline for GxP compliance (\°!

redica.com) (12! pmc.ncbi.nim.nih.gov).

Our analysis of various sources — regulatory publications, academic studies, and case reports — reinforces that
strong ALCOA+ programs are essential. Case studies (e.g. Sri Krishna, Tyche) starkly illustrate the costs of
failure. Industry-wide analyses reveal that data-integrity issues remain prolific across the pharmaceutical and

[13] www.europeanpharmaceuticalreview.com) (LBJ www.biopharmadive.com). In response, companies

device sectors (
must invest continuously in both systems (e.g. validated software, audit trails) and culture (training,

accountability) to safeguard their data.

Looking to the future, the ALCOA+ framework will continue to evolve. Technology will both introduce new data-
integrity risks and offer tools to meet them. Regulatory harmonization efforts promise clearer expectations (e.g.
the coming EU rules), but industry must remain agile. Ultimately, those organizations that treat ALCOA+ as a
guiding philosophy — rather than a mere compliance target — will be best positioned to maintain data quality and
public trust.

All statements above are supported by authoritative sources. Major definitions and quotes were drawn from
regulatory guidances and standards authorities (! acrpnet.org) (%! pdfapro.com) (%! redica.com) (12°
www.auriacompliance.com). Case details are referenced from FDA letters and industry reports (/%!
www.biopharmadive.com) (”Eﬂ www.fda.gov). Statistical and analytical points cite regulatory data and expert

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights reserved. Page 18 of 22


https://pharmaeducenter.com/blog/ich-gcp-e6-r3-glossary-summary-of-changes/#:~:text=ICH%20GCP%20E6%20,secure%2C%20and%20reliable%20such%20that
https://acrpnet.org/glossary/attributable-legible-contemporaneous-original-accurate-alcoa#:~:text=CDISC,Accurate%20%28free%20from%20error
https://pdf4pro.com/view/annex-5-world-health-organization-7232fc.html#:~:text=other%20contexts,Archiving%20is%20the
https://acrpnet.org/glossary/attributable-legible-contemporaneous-original-accurate-plus-alcoa#:~:text=CDISC,See%20also%20ALCOA%2C%20data%20integrity
https://www.auriacompliance.com/gmp-blog/data-integrity-and-ai-integration-key-considerations-for-compliance-in-gmp-pharmaceutical-manufacturing#:~:text=The%20ALCOA%20principles%20form%20the,no%20data%20points%20unrecorded%2C%20thus
https://www.auriacompliance.com/gmp-blog/data-integrity-and-ai-integration-key-considerations-for-compliance-in-gmp-pharmaceutical-manufacturing#:~:text=The%20ALCOA%20principles%20form%20the,no%20data%20points%20unrecorded%2C%20thus
https://redica.com/data-integrity-and-alcoa/#:~:text=ALCOA%20stands%20for%20Attributable%2C%20Legible%2C,100
https://redica.com/data-integrity-and-alcoa/#:~:text=ALCOA%20stands%20for%20Attributable%2C%20Legible%2C,100
https://pmc.ncbi.nlm.nih.gov/articles/PMC9823571/#:~:text=The%20attributable%2C%20legible%2C%20contemporaneous%2C%20original%2C,principles%20are%20the%20cornerstone%20of
https://www.europeanpharmaceuticalreview.com/news/219951/fda-warning-letters-highlight-data-integrity-issues/#:~:text=Data%20integrity%20has%20been%20highlighted,19%20issued%20by%20FDA%E2%80%99s%20CDER
https://www.biopharmadive.com/news/continuing-scrutiny-fda-hits-sri-krishna-with-warning-over-serious-data/417885/#:~:text=,replacing%20them%20with%20backdated%20pages
https://acrpnet.org/glossary/attributable-legible-contemporaneous-original-accurate-alcoa#:~:text=CDISC,Accurate%20%28free%20from%20error
https://pdf4pro.com/view/annex-5-world-health-organization-7232fc.html#:~:text=other%20contexts,Archiving%20is%20the
https://redica.com/data-integrity-and-alcoa/#:~:text=ALCOA%20stands%20for%20Attributable%2C%20Legible%2C,100
https://www.auriacompliance.com/gmp-blog/data-integrity-and-ai-integration-key-considerations-for-compliance-in-gmp-pharmaceutical-manufacturing#:~:text=The%20ALCOA%20principles%20form%20the,no%20data%20points%20unrecorded%2C%20thus
https://www.auriacompliance.com/gmp-blog/data-integrity-and-ai-integration-key-considerations-for-compliance-in-gmp-pharmaceutical-manufacturing#:~:text=The%20ALCOA%20principles%20form%20the,no%20data%20points%20unrecorded%2C%20thus
https://www.biopharmadive.com/news/continuing-scrutiny-fda-hits-sri-krishna-with-warning-over-serious-data/417885/#:~:text=,replacing%20them%20with%20backdated%20pages
https://www.biopharmadive.com/news/continuing-scrutiny-fda-hits-sri-krishna-with-warning-over-serious-data/417885/#:~:text=,replacing%20them%20with%20backdated%20pages
https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/warning-letters/tyche-industries-ltd-693081-02062025#:~:text=Your%20quality%20system%20does%20not,gov%2Fmedia%2F119267%2Fdownload
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=alcoa-principles-a-guide-to-gxp-data-integrity.pdf
https://intuitionlabs.ai/articles/alcoa-plus-gxp-data-integrity?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=alcoa-principles-a-guide-to-gxp-data-integrity.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=alcoa-principles-a-guide-to-gxp-data-integrity.pdf

E IntuitionLabs  IntuitionLabs - Al Software for Pharma & Biotech

analyses (") www.europeanpharmaceuticalreview.com) (°" pme.ncbi.nim.nih.gov). This thorough treatment aims to

be the definitive guide for quality professionals seeking to understand and apply ALCOA+ principles in depth.
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US
market in custom Al software development and pharma implementations with proven results across public
biotech and pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and
ERP systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al
infrastructure for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion,
automated document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field
force applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and
automated customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom
data visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and
implementation guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no
representations or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or
availability of the information contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives
be liable for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or
damage whatsoever arising from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated
content may contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information
before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of
their respective owners. All company, product, and service names used in this document are for identification purposes
only. Use of these names, logos, trademarks, and brands does not imply endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and
biotech companies. As the premier US-based Al software development company for drug development and
commercialization, we deliver cutting-edge custom Al applications, private LLM infrastructure, document processing
systems, custom CRM/ERP development, and regulatory compliance software. Founded in 2023 by Adrien Laurent, a top Al
expert and multiple-exit founder with 20 years of software development experience and patent holder, based in the San
Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your business needs,
please consult with appropriate qualified professionals.
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